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We are :

e An exponential increase in email traffic
* Anirreversible trend

» Further accelerated by Covid-19 & the home working revolution

350 bn

300 bn

250 bn

200bn

150 bn

Worldwide daily e-mail volume - 2017 - 2023
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Compared with traditional communication
methods, email can provide:

» Immediacy of response & convenience

* Engaging customer & prospect experiences

Sustained brand loyalty and equity

Increased operational efficiency

* Lower costs of client acquisition & retention

* Reduced carbon-footprint




What does this mean for your

business, your partners,

your clients

e Significant opportunity

e Significant risk




Q=2 |National Cyber
Ao | Security Centre

a part of GCHQ

“The coronavirusis laying the
groundwork for a massive cyberattack.

Stephen McBride - 14.05.20 Forbes.com




The

e Communicating sensitive information via standard (non-secure) email
e Exposing personal data through willful negligence or human error

e Criminal interception (data theft & identity fraud)

» Unimaginable consequences

* Untold damage to livelihoods and lives

* Legal action and severe financial penalties

» (Catastrophic damage to brand reputation and top/bottom line @




Begins with understanding your:

» Obligations:
- ESG
- Professional
- Legal
e Commercial imperatives:
- Service excellence

- Resource efficiency

- Optimised costs
— B I
- A'low friction’ solution




Defining your

obligations

nness b,

For organisations / Guide to Data Protection /
Guide to the General Data Protection Regulation (GDPR) / Encryption /

Encryption scenarios

|CO reqgulations state:

Search this document Q In detail

“Without additional encryption methods. in place, the.ema/; b;dy
and any attachments will also be accessible to any unintende

About-this guidance Sending personal data by email

. . V4
s [ t rCe tS th e Com m unlca tlon * What's new under the GDPR? Another common method of sharing information is by email. By necessity the TO,
oK thlrd_ arty Wwno inte OM, DATE and SUBJECT fields of an email are transmitted in plaintext and may be
re Clplen Or What is encryption? accessed by any unintended recipient or third-party who intercepts the
communication. \Without addi encryption h in place, the email body and
Encryption and data Storage any attach will also be to any unintended recipient or third-party
Encryption and data transfer who intercepts the communication.
. Curs Wh en Mha pes c - A type of data di © occurs when an email is sent to an
l d a ta d I S C OS u r e O C there? incorrect recipient. You should be aware that encryption will only provide Pprotection
“ oh t e o p ersona qoDersonal data send by email if the Incorrect recloars does not have the means to
Com m How should we implement decrypt the data (eg does not have the decryption key).
encryption?
Personal data can also be at risk if an individual gains unauthorised access to the

email server or online account storing emails which have been read or waiting to be
read.

Encryption scenarios

an email is sent to an incorrect recipient. You sh.ould be
aware that encryption will only provide protectl'oQ to
personal data send by email if the incorrect recipient
does not have the means to decrypt thi data

(e.g. does not have the decryption key)”.




Defining your

obligations

Other non-cyber
incident 28%

Loss/theft of
paperwork
or data
leftinan
insecure
location

5%

Loss/theft of
device containing
personaldata 1%

Verbal disclosure
of personal data 2%

Failure to
redact 3%

Data emailed to
incorrect recipient 32%

Data posted or faxed to
incorect recipient 18%




Recognising your

obligations

To take responsible steps to safequard:

e your clients

* your partners

e your staff




Respecting your

To:

e minimize your carbon footprint
e contribute to building a secure online community

 mitigate risk and provide a transparent audit trail £




of requirements

A secure email solution that enables:

e Effective email encryption
e Advance authentication of intended recipient Identity

e Ease of installation

 Scalability / adaptability to future business changes

Simple, low friction use for your staff
e Immediacy and convenience for your clients & partners

» Lower costs of client acquisition and retention

* Reduced carbon footprint
B
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Exploring

A secure email solution:

e Developed for the Financial Services Sector
e providing... Protection, Performance & Privacy

 for providers, platforms, advisers and end customers

* inasimple user experience across any platform

e and deliver benefits that extend well Beyond Encryption




Meeting your

obligations
Qmaock

* Enables military grade email encryption, in seconds

 Empowers recipient ID verification in advance

- 2FA, SMS, Unipass ID etc.




Meeting your obligations

The Secure Community g - .y

Mailock ensures: 7 A y N
P Providers N
e Encryption of Email in transit y (a \
/ o« \\
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* Recipient ID Verification | ;', \ ) 4 \‘; \;




Meeting your obligations
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Meeting your obligations

The Secure Community g — - T~

Mailock ensures: 7 | N
P Providers N
e Encryption of Email in transit y . \
\
& y / Recipient ID \

N S e . \
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Meeting your

obligations
@ MAILOCK

* Empowers you to safequard your clients & your industry partners

* Allows end consumers who register for a FREE account
toreply securely

* Actively combats the impact of human error -
security prompts, full revoke function.




Meeting your _—
OngaﬁonS MAIL

e Ensures significant carbon footprint reduction for secure

communications through reduced reliance on print & post

* Allows your business (and brand) to join and contribute

to a growing, secure community

* Mitigates business risk and provides a transparent
communication audit trail - Mailock confirms

not only email receipt but the time of opening)




financial

services solution

* Beyond Encryption’s partnership with Origo
» Unipass Mailock - Frictionless email security using Unipass identity

e The preferred secure email tool for the IFA marketplace

* In use by over 20,000 UK financial professionals T i
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Agile & protection

Mailock has been designed to suit the needs of any shape/scale of business

* Available as a desktop tool, via a simple Outlook Add-in

* Asan enterprise solution that integrates with existing % 0
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resource &

cost efficiency

e Aresource- and time- efficient solution
e Easy toinstall. Simple to use

e Provides significant cost savings v.traditional print & post

e Seamless integration with existing workflow




Protection
Parformance
Privacy




e Secures sensitive communications

e Enables advance recipient ID verification

Reinforces brands and client relationships

Safequards operational and financial efficiency

Protects the planet




Performance

e Easy toinstall, simple to use
e Alow friction solution

* Proven
o Effective

Scalable




 Actively protects private information
» Respectsusers’ privacy 100%
* No one other than the sender and intended recipient

can access a Mailock secure email

Not even us!
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MAILOCK"

Secure Email

‘Inbox Security with
Outbox thinking’

By

BEYOND
ENCRYPTION®




